SECURITY BRIEFING

DATA ENCRYPTION IN

NETWORK & TRANSPORT LAYER SECURITY

TRANSIT & TLS. o

Data crossing a network is only as safe as the channel encrypting it — TLS proves the connection is authentic and unreadable before a
single application byte moves.
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TLS HANDSHAKE

CERTIFICATE VALIDATION

THE MECHANISM

B

Handshake & Key Exchange

Client and server negotiate a protocol version and cipher suite,
then use asymmetric key exchange to agree on a shared
session key — before any application data is sent.

PERFECT FORWARD SECRECY

PROTOCOL DOWNGRADE

9

Certificate Validation

The server proves its identity with a certificate chained to a
trusted root CA. The client checks the chain, expiration, and
hostname before trusting the channel at all.
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Bulk Encryption

Once keys are established, a fast symmetric cipher encrypts
and authenticates every byte of the session, so data is
unreadable and tamper-evident in transit.

THE FLOW

The Verified Handshake veririco

The client requests a secure connection; the server presents a certificate signed by a trusted
certificate authority.

(2) The client validates the certificate chain, checks revocation status, and confirms the hostname
matches before proceeding.

(3) Clientand server derive a unique session key through ephemeral key exchange, so a later-
compromised private key still cannot decrypt this session.

CORE PILLARS & COVERAGE

PILLAR WHAT IT COVERS

Protocol Version Enforcement
Certificate & Chain Validation
Perfect Forward Secrecy

HSTS & Downgrade Protection

DETECTION APPROACHES COMPARED

APPROACH SUFFICIENT ALONE?
“HTTPS in the Address Bar" Alone L[]

Self-Signed Certificates No

TLS Without HSTS No

Encryption Without Certificate Pinning No

Enforced TLS 1.2+ + Validated Chain + HSTS + Forward Secrecy Yes

HE PROGRAM: MECHANISM - FLOW ILLARS - COMPARISON

The Unverified Handshake srooren

The client accepts a certificate without checking the chain, expiration, or hostname.

An attacker positioned on the network presents their own valid-looking certificate for the same
hostname.

The client establishes a session with the attacker instead of the real server, and every byte of
“encrypted” traffic is readable in the middle.

Requires TLS 1.2 or newer and disables SSLv3/TLS 1.0/1.1, closing known protocol-level weaknesses.

Confirms the server's identity through a certificate chain rooted in a trusted CA, not just an encrypted-looking connection.

Uses ephemeral key exchange so a compromised private key cannot decrypt previously captured traffic.

Forces browsers to use HTTPS on every request, preventing an attacker from silently downgrading a session to plaintext.

WHAT IT MISSES

Confirms only that a connection uses TLS, not that the certificate is valid, current, or actually trusted.

Encrypts the channel but provides no independent proof of server identity, allowing silent interception.

Leaves the first request — and any that follow a stripped link — exposed to a downgrade to plain HTTP.

Trusts any certificate chaining to a public root, including one issued to an attacker who compromises a CA.

Confirms identity, blocks downgrade, and limits exposure even if a key is later compromised.

CONTINUED ON SHEE
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05 PROGRAM OPERATIONS

NETWORK & TRANSPORT LAYER SECURITY

ENCRYPT

NFORCE

TLS protects data in transit, not data at rest or in use. Once traffic is decrypted at either endpoint, TLS provides no further protection.

A valid certificate proves identity, not trustworthiness. It confirms who you're talking to, not whether that party should be trusted with the data.
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Expired and misconfigured certificates fail open in practice. Users click through browser warnings far more often than security teams assume, so monitoring must be automated, not user-dependent.

Protocol and cipher suite support must be reviewed on a schedule, not once at launch. Deprecated ciphers stay enabled by default long after they're known to be weak.

06 CONTROL MAPPING

NIST SP 800-52

Guidelines for selecting and configuring TLS protocol versions and cipher suites for federal systems.

PCI DSS

Requires strong cryptography for cardholder data transmitted over open, public networks.

oW P TLS CHEAT SHEET

Practical cipher suite and protocol guidance for configuring common server platforms.

RFC 8446 (TLS 1.3)

The current TLS protocol standard, which removes legacy cipher support and mandates forward secrecy by default.

07 WHAT THIS DOES NOT SOLVE

Compromised Endpoints

TLS secures the network path, but a
compromised client or server exposes data
before encryption or after decryption

Application-Layer Vulnerabilities

Injection, broken access control, and logic flaws
pass straight through a perfectly valid,
encrypted TLS connection.

Metadata Exposure

TLS encrypts payload content, but connection
timing, size, and destination can still reveal
what's happening.

Certificate Authority Compromise

If a trusted CA is compromised or coerced, it
can issue valid certificates for a domain it
doesn't own.
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regardless of channel strength.

08 MYTHS VS. REALITY

YTH

“The padlock icon means the site is safe.”

ar

“"HTTPS everywhere means data is fully protected.”

YTt

“Self-signed certificates are fine for internal traffic.”

MYTH

“Older TLS versions still work, so they're still safe.”

YTE

“Once a certificate is issued, the job is done.”

09 SPEAK THE PROGRAM — KEY TERMS

TLS HANDSHAKE

The negotiation where client and server agree on protocol version,
cipher suite, and session keys before any application data is sent.

HSTS

An HTTP header instructing browsers to only ever connect to a
domain over HTTPS, preventing downgrade to plaintext.

SOURCES: NIST SP 880-52 - PCI DSS - SP TLS CHEAT SHEET - RFC 8446

PERFECT FORWARD SECRECY (PFS)

A property ensuring session keys are never reused, so a
compromised long-term key cannot decrypt past traffic.

CIPHER SU

The specific combination of key exchange, authentication,
encryption, and integrity algorithms negotiated for a session.

ITE

REALITY
The padlock confirms an encrypted connection to whatever server issued the certificate — it says nothing about
whether that server is trustworthy.

REALITY
TLS protects data only while it's in transit between endpoints; it does nothing for stored data or a compromised
application.

REALITY
Without a trusted validation path, internal clients typically must disable certificate checking entirely, removing the
protection TLS is meant to provide.

REALITY
TLS 1.0 and 1.1 remain functional but have known cryptographic weaknesses and are deprecated by major standards
bodies.

REALITY
Certificates expire, get revoked, and rely on CAs that can themselves be compromised — validation is ongoing, not
one-time.

CERTIFICATE CHAIN OF TRUST

The path from a server's certificate up through intermediate
authorities to a trusted root CA the client already trusts.

MUTUAL TLS (MTLS)

A configuration where both client and server present certificates,
authenticating each other rather than just the server.
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